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Abstract—In this paper, we revisit adaptive proactive protec-
tion schemes for backbone networks to guarantee high service
availability. We aim to predict available — spare - link capacities
and to use them as protection bandwidth to meet the service
availability requirements of each connection. With a reasonable
discretization of time, the advent of highly scalable risk-aware
routing algorithms could enable minimizing the lookahead at
2. In other words, we claim the spare bandwidth has to be
predicted for only 2 time slots ahead. While a shorter horizon
improves accuracy, traditional forecasting objectives centered
on the conditional mean provide insufficient safety margins for
high-reliability targets. To address this, we propose a hybrid
forecasting framework that combines Temporal Convolutional
Networks (tcns) with Extreme Value Theory (Evr). The Tcn
captures complex temporal patterns in the traffic, while the Peaks
Over Threshold (pot) method is used to characterize the extreme,
stochastic bursts in the residuals. Evaluations on real-world traffic
data from the Energy Sciences Network (ESnet) show that for
target quantiles of 7> 0.99, the hybrid TcN-poT model provides
more stable and accurate high-quantile estimates than direct
quantile-regression networks and empirical heuristics.

Index Terms—time series prediction, extreme value theory,
adaptive proactive protection

I. INTRODUCTION

N TopAY’s cloud era, communication networks are topmost
I critical infrastructures [2]. The new mission-critical appli-
cations, such as telesurgery or stock market prediction, clearly
demand high Quality of Service (QoS) of the underlying
network infrastructure [3]. Today’s networks are operated with
approximately four-nines availability, that is, the services are
available at least 99.99% of the time, which translates to a
maximum of around 53 minutes downtime a year. Four-nines
is often considered a reasonable cost-benefit ratio, however, the
lack of highly reliable Internet has become a limiting factor
for development. Current technology trends point toward the
advent of the era of the Internet of Everything (IoE) with
an enormous amount of data [4], where, e.g., augmented and
virtual reality applications not only require high dependability,
but are also extremely latency-sensitive. Thus, QoS enhance-
ment to reach and surpass the requirements of ultra-reliable
and low-latency communication (URLLC) is a must, where six-
nines is a typical required availability [5].

There are two fundamentally distinct strategies to enhance
connectivity in backbone networks. Proactive methods aim to
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Fig. 1. Proactive protection schemes waste bandwidths, while reactive

protection schemes are too slow for latency-sensitive applications. An ideal
protection scheme re-introduces adaptiveness to a proactive approach by
letting it prepare (react) to predicted bandwidth usages instead of peak rates.

prepare the system for potential failures so that, when a failure
occurs, no internal network reconfiguration is necessary. This
is accomplished by distributing the same information across
multiple routes so that in the event of a failure, only the end
node needs to respond. Conversely, reactive methods involve
altering the network configuration once a failure has been
detected. Note that while reactive strategies can conserve
a considerable amount of bandwidth compared to proactive
ones, they require immediate network reconfiguration after a
failure occurs, which can be relatively slow in practice. This
makes reactive approaches unsuitable for protecting latency-
sensitive data flows. This leaves us with proactive protection
schemes. Among these, for achieving the prescribed availabil-
ities, current best practice is using solutions offering dedicated
protection, due to their simplicity, robustness, and flexibility.

Being stuck with a single static dedicated protection scheme,
however, would waste a significant amount of bandwidth.
Also, it could cause unnecessary bandwidth restrictions on the
working paths (wps). This is because the capacity of the wp
is often over-provisioned for peak rates; however, a significant
share of the bandwidths is unused most of the time [6]. To
put this issue in a slightly different way, the drawback of
using a single static dedicated protection scheme is the lack of
adaptability. We argue that an ideal protection scheme would
reintroduce adaptiveness to a proactive approach by letting it
prepare (react) to predicted bandwidth usages instead of peak
rates (see Fig. 1). Here the idea is that the proactive scheme
could utilize the predicted spare bandwidth. The drawback of
the approach is that if the bandwidth used by the actual traffic
demands exceeds the predictions, some transient bandwidth
limitations should be imposed.!

This issue should be seen as a trade-off between adaptability
to changing traffic patterns and occasional bandwidth limi-

ITransient bandwidth limitations may appear when applying reactive
schemes too. Reactive schemes inevitably lose some packets when failure
hits. In the case of ESnet, e.g., the performance impact of losing only .0046%

of the packets can cause the throughput to become almost 17 times smaller
compared to the loss-free state [7].
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Fig. 2. Scheme of an adaptive proactive protection approach. Time slots could be as short as a few seconds [8].

tations. No adaptivity, with a basic ability of the proactive
protection to enhance availability, and no bandwidth limita-
tions should be considered as the baseline. More opportunistic
adaptive schemes utilizing traffic predictions would achieve
a higher bandwidth utilization of protection via trading a(n
ideally) small timeshare with minor bandwidth limitations.
Note that here, the experienced performance of the traffic
prediction used plays a key role.

Summarized, the envisioned adaptive proactive protection
schemes have two main components:

1) Prediction: forecasting the spare bandwidth in an upcom-
ing time period, and

2) Routing: computing a best-fit dedicated protection for the
period based on the estimated spare bandwidth.

The current study aims to understand the key possibilities and
limitations of such approaches by investigating their two key
components. To do so, we follow up on recent article [8] and
an earlier version of our current study, presented at RNDM [1],
which, to the best of our knowledge, represent the current
state-of-the-art among adaptive proactive protection schemes.
These articles focused on the prediction of the mean traffic
volume. If the future demand’s distribution is symmetric, this
coincides with the median, which means that traffic volume is
underestimated in as many cases as it is overestimated. In the
adaptive protection framework, however, underestimation has
severe consequences compared to overestimation. The former
leads to congestion, possibly packet loss, while the latter leads
to a waste of the spare capacity. This issue is acknowledged by
[8]; they propose two different solutions: the first is a “buffer”
that is 10% of the mean prediction, regardless of the demand
distribution; the second is an asymmetric loss-function to be
minimized by the prediction models, with aims to achieve over-
estimation of the traffic in 90% of the cases. However, a 90%
overestimation ratio is still low when the relative disadvantages
of over- and underestimation are weighed against each other.
Neural network-based prediction methods, like those used in
[8] and [1] struggle to reliably achieve higher overestimation
ratios while staying accurate, due to the sparsity of extreme
values in their training sets. We propose a method that works
more reliably for target overestimation ratios as high as 99%
and 99.9%, using Extreme Value Theory (EvT).

Our main contributions are as follows:

o Analyzing the components of an ideal adaptive proactive
protection framework, we propose refinements to the state-
of-art model [8]. Namely, we argue that with practical
discretization of time, a lookahead of as low as 2 can be

applied for prediction (instead of the baseline value of 8).

We also hint at alternative scalable routing algorithms to

be used to compute the dedicated protection routes.
o We argue that predicting a high quantile of the future
demands’ distribution is superior to classical methods that
simply predict the mean (as done in [1], [8]) in terms of
the ability to be recycled to securely and ‘slightly’ over-
estimate the traffic.
For the prediction of high quantiles, we describe a simple
neural network-based architecture, and an improved version
that is based on neural networks and extreme value theory.
We evaluate the performance of these traffic prediction
approaches for high quantiles on real-world data (collected
from the ESNet). We use asymmetric error metrics that pe-
nalize underestimation more severely than overestimation,
accounting for the consequences of underestimation in a
real network setting.

Relative to our rRNDM 2025 paper [1], this version ex-
tends the mean-focused analysis to high-quantile forecast-
ing, introduces the TcN+POT construction and its EVT treat-
ment, and evaluates these methods on a new ESnet period
across 73 links. The rest of the paper is structured as follows:
§II presents our model, and background in both prediction
and routing. §III presents our test data and methodology for
predicting bandwidth demand, §IV discusses our evaluation
results, and finally, §V concludes our work.

II. MobDEL, ASSUMPTIONS, AND BACKGROUND

The network is modeled as a directed graph D= (V, A),
with each link a € A having capacity ¢, > 0, and a related time
series { X'} (t € N) describing the bandwidth usage on « at
time ¢. If known in advance, spare bandwidths s :=c, — ¢
could be used to host backup paths for protected data flows,
computed by highly scalable resilient routing algorithms.?
Unfortunately, future demands are not known. Let f denote
our desired prediction distance. Thus, we aim to predict the
future demand 2§, - Here, two conflicting challenges arise:
1) Overestimation of zy, ; (equating to underestimation of
spare bandwidth sy, ;) leads to less capacity to be used as a
backup resource, and 2) an eventual underestimation of x¢ Y r
may yield bandwidth limitations. We consider a forecasting
distance of f =2 (amounting to 60 [sec] in our use case) to
be sufficient to perform all necessary preparations (prediction,
routing, updating). This is in contrast to [8], which supposes
a distance of 240 [sec] is necessary, making prediction a

2Following standard statistical convention, we denote random variables with
uppercase letters and their specific realizations with lowercase letters.



more challenging task. Hereafter, we will refer to cases where
f =2 as short predictions.

Since an underestimation of xf, . poses a higher risk to
service availability, ¢ " f is defined to be the prediction of the
7! order quantile of the (unknown) future demand distribution
X' ;- Hyperparameter 7 € (0,1) is the target non-exceedance
probability, defining the ratio in which we prefer to err on the
side of overestimation of traffic. Note that a target 7 does not
directly define end-to-end service availability, which depends
on several factors, such as the network’s routing, topology,
and response to capacity exceedance. In practice, 7 should be
chosen close to 1 to prevent frequent capacity violations.

A. Dedicated Protection Approaches

Nowadays, the so-called 1+1 is the most widespread ded-
icated protection approach. With 1+1, the data can be sent
parallel on edge- or node-disjoint working and backup paths
(wp and BP), ensuring instantaneous recovery against single
link or node failures in a simple manner. Such a path pair
can be quickly found, via, e.g., Suurballe’s algorithm [9]
that computes a wp-Bp path pair of minimum total length
in O(|E|+|V|log|V|). Being such a computationally efficient
subroutine, Suurballe’s algorithm is very useful for preparing
the network for single element failures with short predictions.

To exceed a certain availability threshold, however, pro-
tection against the simultaneous failure of multiple elements
becomes inevitable. Such failures can be caused by natural
or man-made disasters (such as earthquakes, electromagnetic
pulses, etc.). Such failures are modeled as Shared Risk Groups
(sra), which are sets of network elements that are expected to
fail simultaneously. For routing purposes, the failure of a node
v can be modeled as the failure of all the links incident to v.
Thus, it is enough to take into count Shared Risk Link Groups
(srLGs), which are simply just srRGs containing only links. To
tackle the issue of srLG failures, the framework of [8] used
the Gpp-r routing of [10]. Unfortunately, since their problem
formulation is Np-hard, the routing of Gpp-r is calculated via
the help of an 1iLp formulation - that can take an infeasibly
long time to be optimized, especially if we want to make it
work together with short predictions.

Studying srLG-disjoint path computing problems has a long
history [11]. Papers [12]-[14] prove the nNp-hardness of the
problem in various settings. [15]-[17] rely at least partly on
ip/mILp formulations to solve or approximate the weighted
version of the srLG-disjoint paths problem. Heuristics were
also investigated [18], [19], unfortunately, with issues like
possibly non-polynomial runtime or occasional forwarding
loops under disasters. On the positive side, resulting from the
chain of studies [20]-[23], the current state-of-art algorithm
published in [24], [25] called DateLine is highly scalable
(with a near-linear computational complexity in function of
|[V| in practice), and has a low worst-case time complexity
for solving the srLG-disjoint paths problem supposing the
topology is planar and the paths should be node-disjoint. While
the DateLine algorithm on its own does not take into account
the spare bandwidths of links, being computationally efficient,

it can be used for preparing the network for srrLG failures
with short predictions. In this sense, it can be seen as the best
known counterpart of Suurballe’s algorithm for srLG failures.

In conclusion, we believe the current state of srLG-disjoint
routing algorithms allows replacing the 1.p-based GpP-rR rout-
ing algorithm used in [8] with more scalable, efficient algo-
rithms, enabling the choice of a lookahead time of as low as
f =2 for prediction of the network traffic.

B. Mean and Median Traffic Prediction Techniques

In the area of time series forecasting, the most widespread
objectives are the prediction of the mean and the median of the
distribution of future values [26]. The techniques mentioned in
this subsection are mostly used for these objectives, yet most
of them could easily be adapted for our purpose of predicting
a high quantile.

A classical, linear forecasting model is the Autoregressive
Integrated Moving Average (ARMA) [27]. The ArRmMA is in-
terpretable due to its linear nature and simple structure; it
performs well on periodic, linearly dependent data. ArRIMA
models were evaluated by both [8] and [1] for the purpose of
traffic prediction, and they have both found that, on average,
these models have worse performance than their nonlinear
counterparts. Another limitation of the ARIMA is that it predicts
the mean by design. Even if an accompanying GARcH [28§]
model were used to estimate the variance, the prediction would
be bound by the underlying assumption of both these models,
namely, that the future value distribution is gaussian.

Given the noisiness and nonlinear behavior of real-world
bandwidth usage data, nonlinear models, especially neural
networks, are also applied in this domain. Examples include
feed-forward neural networks (more specifically, Convolutional
Neural Networks — cNNs), such as the

o Temporal Convolutional Networks (Tcns) [29], devised
for general-purpose time series forecasting, employing
residual connections known from ResNet [30], and

o WaveNet [31], an architecture similar to TcNs, originally
used for voice generation, but applicable to other time
series prediction problems [32]. Wavenet uses local and
global conditioning, based on metadata provided as input
(for example, linguistic features or the speaker’s identity).
In the case of traffic volume forecasting, such metadata
could be the time-of-day or day-of-week.

Recurrent Neural Networks (RNNs) are another family of neural
networks suited for processing sequential data [33]. Although
RNNSs are structurally designed for processing sequential data,
they are generally harder to train. (The sequential computation
of data inherent in rRNNs limits parallelization during training,
as opposed to cNns, which may process a long input sequence
as a whole.) Furthermore, TcNs were shown to outperform
RNNs (including specialized architectures like LsT™Ms and GRUS)
on multiple sequential tasks [29].

A third, novel family of neural networks, namely
Transformer-based architectures have outstanding performance
in the domains of natural language processing and speech



recognition, yet they are harder to apply to time series forecast-
ing problems, due to their permutation-invariant self-attention
mechanism. Study [34] shows that, in many cases, Trans-
formers specialized for time series forecasting have poorer
performance than a simple linear model, on various datasets.
The original Transformer architecture also has O(N?) time
and memory complexity in terms of input sequence length IV,
which may be prohibitively expensive in the case of high-
volume time series data (whereas the TcN scales linearly).
Although some specialized Transformer models reduce this
theoretical complexity to O(NlogN), or even O(N), [34]
also shows that it is unclear whether this improves the actual
inference time and memory cost. A more recent architecture,
iTransformer [35], achieves superior performance on multi-
variate time series prediction tasks compared to the previous
models assessed in [34].

Despite the recent emphasis on deep learning models, new
linear models are still being developed; Random Convolutional
Kernel Transform (Rocket) [36], for example, is essentially
a convolutional neural network with no hidden layers and a
very high number of filters. Rocker was demonstrated to be
on par with deep learning architectures like ResNet in terms
of accuracy on certain time series benchmarks.

The neural network-based models described above are all
aiming to minimize the error of their predictions conforming
to a loss function. This loss function is typically the mean
squared error (MSE) or the mean average error (MAE). Mini-
mizing these functions leads to predictors of the mean and the
median, respectively [27]. To create a predictor for a 7t order
quantile, we can use the pinball loss [37], [38], an asymmetric
loss function that is a generalisation of the MAE:

Lyinbatt (2, Z:7) =7 Y (2= 23) +(1—1) Y _ (2 —Ty).

T, >T, x; <T;

A similar loss function was employed by [8], although their
primary focus was on mean prediction. While [8] aimed to
achieve a 90% overestimation ratio (corresponding to 7 =0.9),
we argue that, under practical settings, 7 should be at least 0.99
to keep the time share with possible congestion induced by the
adaptive protection approach reasonably low. Since both [8]
and [1] showed that neural networks perform better for mean
prediction than the linear methods, and they are also easier to
adapt for the prediction of high quantiles, we choose temporal
convolutional networks (TcNs) as our base model. TcNs also
have relatively low resource requirements compared to RNNS
and Transformers [39].

The direct prediction of high quantiles with neural networks
is, however, still a difficult task [40]. During training, the data
points close in range to the high quantile should be guiding the
network to learn a correct characterization of the distribution’s
tail. But these data points are, by definition, rare.

C. Peaks Over Threshold (por) Method

An approach for dealing with the rare, extreme events that
constitute the tail of the future value distribution is given
by the statistical framework known as extreme value theory

(evT) [41], [42]. Let us define extreme values as observations
exceeding g, = Q(z;u), a high quantile (u*” order quantile) of
the past observations z. We refer to the practice of collecting
and analyzing these values as the Peaks Over Threshold (poT)
method. For a random variable X with distribution F'x, the
distribution of the exceedances y = x — g, is described as [42]:

1*FX(Q1A+y)
1—Fx(qu)

A main result of evr, the Pickands-Balkema-De Haan theo-
rem, states that for a sufficiently high u value, the distribution
of the exceedances of the extreme values can be approximated
by the Generalised Pareto Distribution (pp) [41], [42]:

Pr(X>qu+ylX>qu)=

§y>_1/5 .
1— (1422 . if ££0,
GS,U( ): ( o 1 f#

1—exp(—g),
o

Parameter £ determines the shape of the distribution. If £ <0,
the upper bound of the distribution is —o/£. If £>0, the
distribution has no upper bound. This result holds under the
assumption that the data points come from independent and
identically distributed (iid) distributions. This is not the case
for bandwidth usage data by default. As a way to remove
seasonality, trend and other time-dependent factors from the
time series, we apply a “base model” to the data. The Gpp is
then fit using maximum likelihood estimation to the residuals,
the difference between the base model’s predictions and the
realised values. We can thus model the tail behaviour of the
residuals, which we will use in the final prediction of the
high quantiles. A thorough description of the poT-based hybrid
method for the prediction of high quantiles follows in §III-C,
where Fig. 4 shows its application to a link from the evaluated
traffic dataset. Note that EvT does not give a solution for the
prediction of extreme events, rather a way to describe their
extent, should they occur. This still proved useful for our
objective of the prediction of a high quantile of the future
value distribution.

if £=0.

III. METHODOLOGY FOR TRAFFIC PREDICTION
A. Test Data

We analyzed bandwidth usage data obtained from the
Energy Sciences Network (ESnet), covering the 4-week period
of 2026-02-09 to 2026-03-09. The resolution of the time steps
is 30 secs; this gives 80640 data points per direction per link.
The tests were executed on 73 data links. We have analyzed
a single data flow direction for each link. (In the context of
traffic volume prediction, we may treat each direction as a
separate link since we have per-direction bandwidth usage data
on them.) The first 3 weeks of the analyzed interval were used
as training data, while the last week was used to evaluate the
prediction capabilities of the models. This results in a 75%-
25% train-test split ratio.

For the sake of simplicity and computational efficiency, we
make no assumptions about the correlation between traffic
volumes on links, meaning all links are treated as separate
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univariate time series prediction problems. Although each
model evaluation happens with the same set of hyperparam-
eters across links, model fitting / training happens separately
for each link, since traffic volume, potential periodicity, and
other patterns vary widely between links. The constant 7 is
the target quantile that we aim to predict; it is also treated as
a hyperparameter of the models.

B. Temporal Convolutional Networks (TcN)

TCNs are convolutional neural networks specifically designed
for sequential data processing. Their core component is the
causal convolution, where the output corresponding to time
step t+ f depends strictly on inputs from ¢ and earlier,
preventing future information leakage. TcNs employ residual
connections [30] to mitigate the problem of vanishing gradi-
ents. Causal convolutions are dilated, in order to expand the
receptive field: the convolutional kernels are applied to input
elements spaced d positions apart, where d is the dilation rate.
By choosing the dilation rates to be increasing powers of two
in consecutive layers, an exponential growth in the size of the
receptive field of the model is achieved with a linear increase
in the number of parameters [29], [31]. Dropout layers are
employed in order to prevent overfitting [29]. Another method
applicable to reduce overfitting is the L2 regularization of
weights, as used in the case of cnns for time series forecasting
in [32]. In order to detect overfitting, 10% of the training
dataset was randomly selected to constitute the validation set.

We observed that, on most links, the marginal distribution
of the data on the entire time interval is approximately log-
normal, as is common for internet traffic [43]. The exceptions
are the O-values and, in some cases, a heavy tail induced by
extreme events (bursts). The most significant outliers are the 0-
values, comprising 0.47% of the data per link on average. We
replaced these with a moving average, in order to be able to
normalize the data. This leads to more inaccurate predictions
corresponding to O-values, but better performance in general.
Occasional outages, although rare, were also represented with
0-values in the dataset.

Furthermore, any sufficiently long interval taken from a
link’s data also has an approximately log-normal marginal
distribution. This, however, does not mean that the data is
stationary: the means and variances of the log-transformed
data vary significantly in function of the starting point and
size of the interval. For an example, see Fig. 3.

These distribution properties are crucial for a meaningful
standardization of the data. For each timestep ¢, the transfor-
mation (log(x;) — ) /oy is applied to the input data. p; and oy
are calculated from a running window log(z¢—.,),...,log(z¢).
An additional clipping step is performed on the running
window’s values to lessen the disproportionate influence of
outliers on the calculation of w; and o;. The running window
length w is considered a hyperparameter of our model.

While the primary input channel is the normalized data
described above, we apply local conditioning [31], [32] using
time encoding. This is done by supplying two sine-cosine pairs
as extra input channels: one of them has a period of 2880 units
(1 day), while the other has a period of 20160 units (7 days).
These channels provide the network with features that help it
distinguish recurring traffic patterns based on time-of-day and
time-of-week. Our preliminary tests showed that time encoding
improved MAE loss on the links used for hyperparameter-tuning
by about ~1%. Additionally, a differenced version of the
logarithmized time series is also supplied as an extra channel.
This is analogous to the log-returns that are used in financial
modeling [44].

The best-performing TcN model had 8 convolutional layers,
with residual connections after every second layer. The 6
original input channels are projected to 32 channels internally.
After the convolutional layers a fully connected layer with 50
neurons follows, implemented using 1x1 convolutions. This
final hidden layer is summarised using a 1x1 convolution to
give the final prediction.

C. tcn-pot Hybrid Method

TcNs and other time series prediction techniques are useful
to model temporal patterns; they assume temporal dependen-
cies between data points. On the contrary, the por method as-
sumes the data points are sampled from iid. random variables.
Tcns are useful for describing the most probable outcome,
but we cannot expect them to foresee unpredictable events.
On the other hand, the por method is used exactly for the
characterization of these extreme events. Thus the idea to
combine these two methods arises naturally.

In this subsection we describe a way to chain these two
methods. The idea of chaining a “base model” with the por
method has been previously explored for anomaly detection in
computer networks [45], in vehicular traffic [46], and for the
prediction of value-at-risk in financial assets [44]. This base
model could be a simple moving average as in the case of [45],
a linear method as in [44], or a RNN-LSTM as in [46]. However,
to the best of our knowledge, this is the first instance of this
hybrid method’s use for the purpose of prediction of traffic in
a network. The steps for this hybrid method are as follows.
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Fig. 4. Steps of the Tcn+pot hybrid method, illustrated on the representative link PPPL-WASH for the one week test-period of 2026-03-02 to 2026-03-09.

1. Apply a TcN (trained to estimate the mean or median) to
the historical observations:

Ut f = TCN(2¢ cnty,) Ve <t; <t

iy 0
Y ={Uti+r [lron <ti <t}.

2. Calculate the positive residuals (underestimation errors)
by subtracting the forecasted values from the observed traffic
volumes, retaining only those cases where demand exceeded
the prediction:

e= {xti _:/y\ti | Ty, > @\tz}
3. Assuming the Tcn effectively captures the temporal de-
pendencies of the series, we treat the resulting residuals as
a sample of approximately iid. random variables. We then
select a threshold u < 7 (representing a specific quantile of the

residuals) above which observations are considered extreme.
We keep the exceedances of the extreme events:

et = {er, —Q(e;u) | er, €ejer, > Qe;u)}.

4. Fit the Generalized Pareto Distribution (Gpp) to the set of
exceedances e™ using Maximum Likelihood Estimation:

a& = argmaXZMQ(e?_?f’U)
&0 i

5. Determine the specific a-th quantile of the Gpp that corre-
sponds to the target 7" quantile of the original future demand
distribution Xy . This is calculated as:

1—7

a=1-——"1_,
p+(1—u)

where py is the probability of a residual being positive (ap-
proximated via the ratio of positive residuals in the historical
observations).

6. The final high-quantile prediction is obtained by combining
the TcN’s forecast, the chosen threshold, and the evr-based
safety margin:

Yirr =Uers +Q(esu) +Q(Gg 550).

See Fig. 4 for an illustration of the process. Instead of
the Tcn, any sufficiently accurate prediction method could be
used. To demonstrate the importance of a good base model,
in §IV we also evaluate the hybrid method using a naive lag-
based model (Z¢ ¢ = x;) and a rolling window-based median-
predicting model (Z¢4 f = Q(xt—w,...,2+;0.5)).

For the hyperparameter u, we considered four natural high
thresholds: u € {0.85,0.9,0.95,0.99}, where « > 0. Theoreti-
cally, all four approaches may yield similar estimates. How-
ever, for different sample sizes and underlying distributions,
one threshold may produce slightly more accurate estimates
than the others. To assess their relative performance, we ap-
plied all of them in our analysis. The evaluation of the residuals
for different u-levels is relatively inexpensive compared to the
TCcN-prediction step.

The question arises: why employ a theoretical distribution
like cpp rather than a simpler heuristic, such as adding
the maximum observed residual to the base forecast? Our
method offers two primary advantages. First, the gpp allows
for extrapolation: our model can estimate quantiles for extreme
events that have not yet occurred within the limited observation
window. This is critical for network reliability, where the goal



is to prepare for spikes that may not have occurred during the
observation period. Second, relying on the highest seen error
makes the protection scheme highly sensitive to individual
noisy outliers or measurement errors. By contrast, the Gpp
integrates information from the entire set of exceedances
above the threshold u. This results in a smoother and more
robust estimate, preventing the inefficient bandwidth over-
provisioning that would otherwise be triggered by a single,
unrepresentative extreme value.

IV. EvALuATION

For conducting our evaluations, we implemented the pre-
diction module® in the Julia programming language, using the
Flux.jl library [47] for the TcNs and Extremes.jl [48] for the
EvT-analysis. Our goal is to achieve predictions that err on
the side of overestimation of the traffic, since the resulting
bandwidth waste has less negative consequences than the
underestimation-induced congestion. The exact ratio of penal-
ization for over- and underestimation should be determined in
the context of the risk entailed for the specific network. We
chose to evaluate our models for 7 € {0.9,0.99,0.999}.

Our primary method is the hybrid approach described in
Section §III-C, using a median-predicting TcN as the base
model. As a simple baseline, we take the rth quantile from a
running window of past observations. We also compare against
a standard Tcn conditioned on the pinball loss to directly
predict the high quantile 7, as well as variants of the hybrid
method using naive lag-based and median-based predictors.

The candidate u-levels were fixed before test set evaluation
and are reported as separate configurations; the test set was
not used to tune u. Hyperparameters of the TcN models were
chosen based on their respective performance on the validation
set.

In order to be able to aggregate the short term prediction
performances of different models across links, we use a
capacity-normalized version of pinball loss:

Lyinbaticap (%, 737, Clink) = M~
Clink

We have also evaluated the models’ underestimation ratio.
In certain cases, a model’s underestimation ratio may be close
to the objective determined by 7, while its Lpinpaiicap Value
is high. This means that, although the underestimation ratio
is correct, the model’s predictions are far from the actual
observations. In practice, the most useful models are those that
minimize Lpinpalicap, this is our primary objective. The models’
Lpinbaticap losses are illustrated on Fig. 5. For detailed results,
see Tables I, II, IIL, for 7 € {0.9,0.99,0.999}, respectively. The
results with the best mean and variance are marked in bold.

The standard deviation of the Lpinpaicap results across links
is relatively high, generally approaching the magnitude of the
mean. This variance is attributable to the high heterogeneity
of the 73 analyzed links; for instance, the daily and weekly
periodicities typical of many backbone networks are not uni-
versally present.

3Implementation available: https:/gitlab.com/dobaipatakyattila/qoserm-tsa

TABLE I
MODEL PERFORMANCE FOR T = 09, BEST RESULTS IN BOLD. TCN+=(0.9 AND
TCN+POT HYBRID PERFORMANCE ALMOST IDENTICAL.

Underestim. %  PinballCap (x10?)

Model

mean std mean std
TCN 7=0.9 8.571 2311  10.838 11.011
TCN+POT u=0.85 10.084 0.478 11.805 11.935
Quantile 7=0.9 10.359 1.216  34.074 28.697
Median+por u=0.85 11.619 1432 37.260 29.644
Lag+proT u=0.85 10.351 0.499  15.790 13.481
TABLE II

MODEL PERFORMANCE FOR 7 = (.99, BEST RESULTS IN BOLD. TCN+POT
PERFORMS BEST, BUT TCN+=(.99 IS A CLOSE SECOND.

Underestim. %  PinballCap (x10?)

Model Params.

mean std mean std
TCN 7=0.99 1.575 5.645 3416 3.405
TCN u=0.85 1.058 0.218 3.439 3.674
+POT u=0.90 1.108 0.157 3.294 3.280
u=0.95 1.104 0.127 3.281 3.255
Quantile 7=0.99 1.253 0.369 8.199 6.425
Median u=0.85 1.465 0.670  10.150 7.425
+POT u=0.90 1.530 0.685 9.988 7.314
u=0.95 1.603 0.717 9.603 6.941
Lag u=0.85 0.995 0.361 5.747 6.312
+POT u=0.90 1.023 0.286 5.634 6.083
u=0.95 1.093 0.232 5.194 5.178

For the lowest investigated target of 7=0.9, the direct
quantile-forecasting model (TcN,—g9) achieved the best per-
formance in terms of Lpinpaiicap- This suggests that at this level,
observations do not yet qualify as “extreme,” allowing conven-
tional forecasting methods to perform effectively. Nevertheless,
the Evr-based hybrid method achieved results comparable to
the top-performing model. Furthermore, the hybrid approach
approximated the target underestimation rate (which is 10%
for 7=0.9) most accurately.

In contrast, while the naive moving-window quantile cal-
culation was relatively accurate regarding the underestimation
rate, exhibiting lower standard deviation and staying closer to
the target than the TCN;—q.9, its Lyinbalicap 10ss was more than
triple that of the Tcn-based models.

For the higher target quantiles of 7€ {0.99,0.999}, the
TcN+POT hybrid method proved optimal in terms of both the
mean and standard deviation of Lpinpancap, as well as the
stability of the underestimation rate:

e For 7=0.99, the Lyjnpancasp performance of the TcN+por
hybrid and the direct TcN,—g. 99 model were relatively
similar. However, the standard deviation of the underesti-
mation rate for the TcN,—p.99 model was extremely high;
44 times higher than that of the optimal TcN+PoOT model.

o For 7=0.999, the average Lypinpaicap l0ss of the TcN+poOT
hybrid model was 1.7 times lower than the next best per-
formers (the TcN;—( 999 and the Lag+pot hybrid models).

At these high 7 levels, the Median+poT and Lag+poT models
are largely unreliable, except when = 0.99. With relatively
low u values, the corresponding « parameter becomes high,
causing the a-quantile of the fitted Gpp to produce excessively
large positive-direction estimates. This is further evidenced by


https://gitlab.com/dobaipatakyattila/qoserm-tsa

TABLE III
MODEL PERFORMANCE FOR 7 = (0.999, BEST RESULTS IN BOLD. TCN+POT
OUTPERFORMS THE OTHER MODELS BY A LARGE MARGIN.

Underestim. %  PinballCap (x10?)

Model Params.
mean std mean std
TCN 7=0.999 0.096 0.145 0.954 1.148
TCN u=0.85 0.092 0.054 2.632 10.100
+POT u=0.90 0.089 0.043 1.592 4.467
u=0.95 0.096 0.033 0.661 0.773
u=0.99 0.119 0.022 0.542 0.492
Quantile 7=0.999 0.162 0.075 1.325 1.139
Median u=0.85 0.220 0.249 93.989 > 100.0
+POT u=0.90 0.247 0.270 > 100.0 > 100.0
u=0.95 0.264 0.255 > 100.0 > 100.0
u=0.99 0.293 0.281 1.970 1.957
Lag u=0.85 0.097 0.081 > 100.0 > 100.0
+POT u=0.90 0.093 0.065 > 100.0 > 100.0
u=0.95 0.093 0.053 > 100.0 > 100.0
u=0.99 0.112 0.044 0.944 0.895

the observation that the underestimation rates for these models
are less catastrophic than their absolute Lypinpacap values.

A general observation is that pot-based models perform
best at the highest permissible u values; that is, they are most
accurate when operating on fewer, more extreme data points. In

summary, when underestimation is penalized at least 100 times
more severely than over-estimation, the TcN+POT hybrid model
described in §III-C provides significantly superior predictions
compared to direct quantile-forecasting TcNs or other hybrid
models utilizing simpler base techniques. This is of paramount
importance for forecasting spare capacity in internet networks,
where traffic underestimation can lead to severe performance
degradation. For less extreme requirements, the standard TcN
model remains a sufficient solution.

V. CONCLUSIONS

In this paper, we investigated the key components of an
adaptive proactive protection framework for backbone net-
works, focusing on the critical trade-off between bandwidth
efficiency and service availability. Our work motivates that the
advent of highly scalable routing algorithms, such as DateLine,
could enable a significant reduction in prediction lookahead;
from the 8-slot baseline established in prior literature to just
2 slots (60 seconds). This reduction in horizon is a crucial
enabler for more accurate forecasting and more responsive
network management.
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Fig. 5. Lyinbaiicap loss values for different 7 targets. The TcN and Ten+pot models outperform the naive baseline methods. For 7 € {0.99,0.999}, the hybrid
model with the highest « parameter achieves the best performance. The boxplots of the poorly performing naive methods are not shown in full range, as they

are less relevant.



Our empirical evaluation on real-world ESnet traffic demon-
strates that while Temporal Convolutional Networks (TcNS)

are

effective at capturing the non-linear temporal patterns

required for mean-based forecasting, they struggle to directly

pre

dict the extreme tail behavior necessary for high-availability

protection.

To address this limitation, we proposed a hybrid TcN+pPoT
framework. By utilizing the TcN to filter predictable dependen-
cies and fitting the Generalized Pareto Distribution (Gpp) to the
resulting residuals, we achieved superior stability and accuracy

for

high reliability targets (7 >0.99). The hybrid method’s

ability to extrapolate beyond observed data while maintaining
statistical stability against noisy outliers makes it a more robust
choice for mission-critical infrastructures compared to purely
empirical or mean-centric approaches.
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